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DOS & DDOS

Jernej Bunic

Svetovalec za kibernetsko -
varnost




Kaj je Dos napad kkontron
» Denial of service

Gre za vrsto kibernetsekga napada, katerega ciljje onemogocitieno ali vec storitev

01000101011

11110010110

01000101011
11110010110

01000101011
11110010110
01000101011

Locimo dve vrstiDos napada 11110010110

01000107011
11110030110
01000101011

010001070711 SN 03000901011 01000101013

B 11110010110 11130090110 BN 111100101350

B 07000107011 H 03000301011 A 01000103011

- 11710010130 B 11130010110 8 11110010130

0%00010%0Y OOV o * & 901 0100Y0%1

111100101 ¥ mn 3 111900 19 ¥ ot 111y

11 000001t " 1 [oco0tony % 1) 11
chadied 1 A 0

« DOS - napadseizvajaiz enega vira
(postaja tipi¢no za zlorabo ranljivosti)
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« DDOS - napad se izvaja iz mnogih virov
(tipi¢no za volumetricne napade,
poplavnein amplifikacijske efekte)

DoS attack DDoS attack

Dos napad - Kontron




Zakaj Dos napad kontron

» 1zsiljevanje — poslovni model » Protest - ideologija

DDoS Attacks on Financial Services Customers

40.00%
Ruski hekerji napovedali 'vojno' Sloveniji, napadli stran
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Povecanje Ddos napadov po 2020

Breakdown of Number of Attacks by Region

United Arab
Emirates  Canada 1.04%
Germany i / France
Brazil 1.75% Swritzf'la"d
Japan ~~— Norway

South Africa
Australia 2.02%

United Kingdom 2.23% &
South East Asia 3.03% — 4

Korea 4.22%

United States
45.02%

>
Europe 10.49%

East Asia 11.25% —/

India 13.22%

Dos napad - Kontron
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Organizacije spremenijo model poslovanja
zaradi COVID19 pandemije, napadalci
sledijo

Porast loT naprav povecastevilo
potencialnihbot naprav

Spremembe v svetovnigeopolitiki

\VVeCnamenska raba botnetov




Botnet kkontron
» Botnet-Iso ve€namesnko orodje

* Spam napadi/kampanje

‘% Botmaster * (Generiranje prometa
4®

\ * (Generiranje klikov
— |

C&C Servers

* Kripto rudarjneje

* |zvajanje Dos napadov

* Najemni model (stresser, dossers)

Telefonil!l!

Dos napad - Kontron




Botnet kkontron
» Sestava in komunikacija

|z arhitekturnega vidika sta dva glavna modela:

Odjemalec - streznik
* Najboljrazsirjena vrsta botneta

P2P

 NaprednjeSa oblika botneta - ¢lan ima lahko fukcijo streznika ali klienta

Upravljanje:

* (entralizerano ali decentralizerano

Navadno je botnet sestavljeniz obeh modelov. Vse populrnejsije decentralizeran model

Botmaster ali botherder s clani komunicira prekorazlicnih protokolov - telent, IRC, SMTP, domene,
socialni mediji, GitHub

Dos napad - Kontron




DDos kontron
» Vrstenapadov

Obstaja veliko tehnik kako izvesti Ddos napad. V grobem jih je mozno razdeliti v tri vrste

* Aplikacijskinivo
o (Ciljje porabitivseresorje streznika, da ta ne more vec odgovarjatina legitimne zahteve
o Zahtevajovzpostavljeno TCP povezavo (spoofanjeni mogoce)
o Postajajo vse boljpopularni zaradi ucinkovitejSega delovanja

* Omrezninivo L4
o Ciljje porabitivseresorje streznika ali povezovalnetabele
o Ne potrebujejovzpostavljene TCP seje (uporaba spoofanja)
o Sevedno popularniin podirajo kol¢inske rekorde

* Volumetri¢ni
o Poraba celotne pasovnesirine zrtvinega internetnega dostopa
o Protitarci se poslje Velika kolic¢ina podtakov
o Uporabaamplifkacijskih mehanizmov (DNS, NTP, Memcached...)

*Obstajajo vrste Dos napadov ki ne potrebujejo botneta - Memcached napad amplifikacija x50k

Dos napad - Kontron




DDos
» Omrezni napadi

Direct-path IP spoofing attacks

SYN flo O d Attacker Spoofed SYN packets
UDP flood e Victim
o K57
P
DNS flood

Reflection Amplification attacks
NTP Servers

ey
Attacker l.:d\
sy [T ] -
Victim
. Wy

[T

requests fesponses

RST flood

Amplifikacijskinapadi

loT Botnet

kontron

Attacker Attacker

Cloud Computing
Infrastructure
— S

Victim Victim

Obstajajo vrste Dos napadov ki ne potrebujejo botneta- Memcached napad; amplifikacijax50k -1,3 Tbs

Rekord 3,47Tbs — Azure napad; UDP amplifikacijskinapad uporaba SSDP, CLDAP, DNS in NTP. Trajal 15 min

Sestavljeniz cca 10.000 botov

Dos napad - Kontron




DDos kkontron
» Aplikacijskinapadi

* Nakljucnihttp flood * lLarge Payload POST
« http flood ki zaobide predpomnilnik storitve * Mimickeduser browsing
* Low inslow attack

* Slow post

« HTTPZnapad

Potrebujemovpogled v sejo - TLS

Dos napad - Kontron 9
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DDos
HTTP2

TLS je dvignilnivo varnosti

HTTP/2 dvigne nivo ucinkovitosti — lasnost ki se jo al izrablja tudi v slabe namene
Uporaba staticnih in dinamicnih tabel, uporaba binarnrga formata namesto ASCII kode
Uporaba kompresije glave - HPACK

Dos napad - Kontron

HTTP/2 Frame Type Specification

ox0 DATA RFC 7540
Bx1 HEADERS RFC 7540:

#x2 PRIORITY RFC 7540:

Bx3 RST_STREAM RFC 7540:
Bx4 SETTINGS RFC 7540:

Bx5 PUSH_PROMISE RFC 7540:
ox6 PING RFC 7540

0x7 GoAWAY RFC 7540:

@x8 WINDOW_UPDATE RFC 7540

8x9 CONTINUATION RFC 7540:
@xa ALTSVC RFC 7838:

Hypertext Transfer Protocol Version 2
Hypertext Transfer Protocol Version 2
Hypertext Transfer Protocol Version 2
Hypertext Transfer Protocol Version 2
Hypertext Transfer Protocol Version 2
Hypertext Transfer Protocol Version 2
Hypertext Transfer Protocol Veersion 2
Hypertext Transfer Protocol Version 2
Hypertext Transfer Protocol Version 2
Hypertext Transfer Protocol Version 2
HTTP Alternate Services

@xc ORIGIN RFC 8336: The ORIGIN HTTP/2 Frame

kontron
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DDos
y HTTP2Z
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DDos
y HTTP2Z

The HTTP/2 Rapid Reset attack
CVE-2023-44487

Veliko Stevilo "in-flight" zahtev

» Ker se takojza zahtevo poslje reset
napad ni vec odvisenod RTT ampak
pasovne sirine

* Streznik porabi veliko resorjev
-alokacijanovih streamov, parsanje
zahtev, dekomresija glave, mapiranje
URLja

« RST_STREAM ne zahteva odgovora

streznika, manjsa downlink poraba

Rekord 398 rps - Google

Dos napad - Kontron

HTTP/1.1 attack
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DDos kontron

» HTTP2

*CVE-2024-27983: Affects Node.jsHTTP/2 server. Sending a few HTTP/2 frames can cause a memory
leak due to a race condition, leading to a potential DoS.

*CVE-2024-27919: Affects Envoy's oghttp codec. Unlimited memory consumptiondue to notresetting a
request when header map limits are exceeded.

*CVE-2024-2758:Relates to Tempesta FW. Its rate limits are not effectively preventing empty
CONTINUATION frames attacks, potentially allowing DoS.

*CVE-2024-2653: Affects amphp/http. It collects CONTINUATION frames in an unbounded buffer,
risking an OOM crash if the header size limitis exceeded.

*CVE-2023-45288: Affects Go's net/http and net/http2 packages. Allows an attacker to send an
arbitrarily large set of headers, causing excessive CPU consumption.

*CVE-2024-28182: Involves an implementation using nghttp2Z library, which continuesto receive
CONTINUATION frames, leading to a DoS without proper stream reset callback.

*CVE-2024-27316: Affects Apache Httpd. Continuous stream of CONTINUATION frames withoutthe
END_HEADERS flag set can be sent, improperly terminating requests.

*CVE-2024-31309: Affects Apache Traffic Server. HTTP/2 CONTINUATION DoS attack can cause
excessive resource consumptionon the server.

*CVE-2024-30255: Affects Envoy versions 1.29.2 or earlier. Vulnerable to CPU exhaustion due to a flood
of CONTINUATION frames, consuming significant server resources.

Dos napad - Kontron 13




Mitigacija kontron

Kako se lahko borimo proti botnetom?

Network Working Group P. Ferguson
Request for Comments: 2827 Cisco Systems, Inc.
Obsoletes: 2267 D. Senie
BCP: 38 Amaranth Networks Inc.
Category: Best Current Practice May 2000

Network Ingress Filtering:
Defeating Denial of Service Attacks which employ
IP Source Address Spoofing

IPs that appear in
HTTP requests Layer-4 DoS packets

ISP - NajboljSa tocka za obrambo pred L4 in edina toca zascite pred volumetricniminapadi

Dos napad - Kontron 14




Mitigacija kontron

Kaj lahko naredijo organizacije

Kernel

— %
% &

—

~2Mpps 0.3Mpps 0.1Mpps

« Routing - anycast/black hole (null route) « Implementacijareverse-proxya
« Aplikacijorazdeliti med vec IP-jev (TTL) * "Hardening" naprav in servisov
 Rate limiting .

 (Geo blokade

Dos napad - Kontron 15




Kako se lotimo Ddos zascite kontron

Odvisno od organizacije/podjetjain dejavnostiki jo opravlja — pri odgovorih je potrebno upostevati

 BIA

« RA

« Storitvenikatalogz drevesi odvisnoti

* DolocitiRPO in RTO-je za service

* Pregled obstojeCeoprema in arhitekture

Vsaka organizacijaima svojo specifiko

Dos napad - Kontron 16
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kongtron

v — identifikacija, ukrepanje ob
ynik storitve zZrtev napada




Vloge kkontron

» SIGOV-CERT URSIV

» Odzivni organ za varnostne incidente v drzavni upravi

» Kontron d.o.o.
» Zunanji izvajalec SOC storitev




Najava DDOS dogodkov

Najava 27.03.2024

Footer

CyberKnow @ @Cyberknow20 - 24m
Cyber Army Russia Reborn has declared a
campaign against Slovenia.

Directly related to geopolitical events.

#cybersecurity #infosec #Slovenia

#RussiaUkraineWar

Automatic Translation

According to reports from close to reliable
sources, Slovenia has joined the Czech initiative
to purchase ammunition for Ukraine. This was
announced by Czech Foreign Minister Jan
Lipavsky. He did not name a specific amount of
assistance, but earlier Slovenian media reported
that the government could allocate €1 million. Let
us recall that the Czech Republic, together with
its partners, was able to raise part of the funds for
the purchase of the first batch of artillery shells
for Ukraine. We are talking about 300 thousand
ammunition out of 800 thousand planned for
delivery.

The People’s CyberArmy @ announces the start
of massive attacks on the websites of government
agencies of the Republic of Slovenial

S N

Let's start with the website of the President ¢
Republic of Sloveniasy

111 2 ihi 247

— - . —

kontron




O CyberArmy Russia Reborn kkontron

Gre za preimenovani KillNet

» Organizirana skupina, poznana po izvedbi DDOS napadov
» https://en.wikipedia.org/wiki/Killnet
» Nekaj tipov DDOS napadov, ki jih izvajajo:
) ICMP Flood
) IP Fragmentation
) TCP SYN Flood
) TCP RST Flood
) TCP SYN / ACK
) NTP Flood
> DNS Amplification
y LDAP Connection less (CLAP).[4]

Footer




Killnet kontron

Kaj pravijo Tl viri o njih?

» Whatis Killnet?

» "Killnet" is a financially- and ideologically-motivated threat group, likely based in
Russia, that has committed distributed denial-of-service (DDoS) and data
exfiltration attacks against Western entities and Dark \Web markets.

» First emerging in October 2021, Killnet initially offered for-hire DDoS attacks.
Flashpoint observed the first ads posted by the group about its for-hire DDoS
service in January 2022 on various Russian-language illicit forums.

» Following Russia's February 2022 invasion of Ukraine, however, the collective
started conducting, threatening, and taking responsibility for attacks on networks in
Ukraine and in countries seen as supporting Ukraine. The group openly pledged
allegiance to Russia, particularly in the context of the war. Killnet has stated its
disdain toward NATO and Western weapons shipments to Ukraine.

» Since February 2022, Killnet has targeted both state-owned and private websites.
The group has also attacked networks in countries that provide assistance to
Ukraine, or who have supported sanctions against Russia. The group's associates
have also perpetrated hack-and-leak attacks against Ukrainian systems.

Footer




Kako zrtev vidi napad?

»y Nadzorni sistemi:

» Izpad delovanja spletne strani — nadzor razpolozljivosti
» Povecana poraba sistemskih virov (CPU, RAM)

kontron

» Nenadno povecanje kolicine podatkov v dnevniskih datotekah

Wed Mar 27 08:40:00 2024 Packets/s any protocol

Packets/s any protocol
D - NW B VNN 00U N W B W
LN BN B N X e
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Footer




Kako zZrtev vidi napad? lkontron

» Varnostni sistemi:
» SIEM - podatki iz pozarnih pregrad

» Uporabniki:

» Izpad delovanja spletnih storitev

Footer




Bili smo obvesceni o napadu

Kaj pa sedaj?

» Ali imamo nacrt za odziv na varnostni incident?
» Runbook za DDOS napade?

» Ali smo dolzni prijaviti incident?
» SIGOV-CERT/SI-CERT
» Identifikacija tipa DDOS napadov
» Od tipa odvisna "mitigacija” in ukrepi
» Prvi korak, ki ga vecina izvede:
» Ponovni zagon spletnega streznika (ne odpravi problema)

Footer

kontron




Napad na omrezje HKOM kontron

» 3 valovi napadov, vsak je bil drugacen

» Volumentricninapad - oviranje delovanja spletnih storitev in izpad
spletnih streznikov
» FURS
» SURS
» Storitve zaupanja (SIGEN-CA)
» E-uprava
» Siroka razvejanost in soodvisnosti
» Ciljni napadi spletisc
» Po identifikaciji tipa napada izvedbe razlicnih ukrepov
» Geoblokade
» Rate limiting

» Iskanje IP napadalcev - > blokade
» Prilagajanje, kot so se napadalci prilagajali

Footer




|zvedba ukrepov

Priporocila

» lzvedba ukrepov odvisna od tehnic¢nih zmoznosti
» Ali pozarna pregrada omogoca ‘rate limiting"?
» Geoblokada: oster ukrep, ki mora biti resnicno zacasen
» Razlicne tehnicne resitve
» WAF z dodatnimi funkcionalnostmi
» Varovanje spletisc z resitvami, kot so “failZban”

Footer

kontron
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Zascita pred napadi DDoS

Metod PlatiSe, metod.platise@telekom.si

TelekomSlovenije e



DDoS skozi cas

Prvi DDoS-napad Profi DDoS-napadi Drzava-drzava

' loT postane orodje RansomDDoS
DDoS napadi zaDDoS, DDoSaa$S
SYN flood botnet Rusija napadla Estonijo Zahteva za
Panix, NY ISP Amazon, eBay, Yahoo, S. Koreja napadla ZDA Zelo povecCana odkupnino
Dell, CNN, CIA drzavne spletne strani zmogljivost do 1 Tb/s Velika vztrajnost
1996 2000 2007 2016 2018

Q9 9 9

AP advanced
persistent
Hibridni napadi
Razliéni motivi,
zakritie drugega
napada

2020

2

Geopolitino
motivirani napadi

Motiv propaganda,
vznemirjenje, strah

2024

e | hitps://www.netscout.com/threatreport

2 Zascita pred DDoS napadi

2

[
TelekomSlovenije N



DDoS-kampanja 2024

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

https://check-host.net/check-report/172326fak726

Za&cita pred DDoS napadi

2836 HapogHas CyberApmus .‘;\’

-~
>
Hale sonoHTEpCKOE auxXeHue "Hapoa...

He ynaerTca
YCTaHOBMTDL
coeanHesue c
CanToM

Mo coobueHnaM M3 MCTOYHUKOB,
B611M3KUX K pocroeepHoiM, CnoseHus
NPUCOEANHUNAECH K YeLICKOon
UHULUMaTUBE NO 3aKynKke
boenpunacos ansa Ykpauub:. 06
aToM coobuwmn rnasa MU Yexum
AH Jlunasckuit. KOHKPETHON CYyMMbI
NOMOLUM OH He Ha3Bal, OfHaKo
paHee CNoBeHcKue meaua
coobuwany, YTo NPasUTENLCTBO

[
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DDoS-kampanja 2024

29. marca se pridruzi skupina HackNet
od 16. aprila dalje intenzivno izvaja napade

http://www.matejbunderla.si/ https://check-host.net/check-
report/180f36ddk6a0 Agencv for Communication Networks and

Services of the Republic of Slovenia https://www.akos-rs.si/
https://check-host.net/check-report/180f54cdk7c9 Subscribe
HackNet

Za&cita pred DDoS napadi

HackNeT

Canr lNpesnaenta Pecnybnukn
CnoseHus

A CeroHa Mbl PeLunIn oTNPaBnTbLES
B CNnoBeHuio COBMECTHO C

AreHTCTBO No 06UecTBeHHOMY
HaA30py 3a ayauTOpPCKOM
NEeATENbHOCTBIO

Cair duTHec TpeHepa MaTtein
baxpepna

AreHTCTBO No KOMMYHUKELWMOHHbBIM
cersam u yenyram Pecnybnukn
CnogeHns
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DDoS-kampanja 2024
NoName057(16) @

Apy3bs, Mbl KILEM NOMOULMUKOB Cpea...

29. marca objavo posreduje skupina NoName057(16)
11. aprila se aktivno pridruzi napadom

Error 503 Thackeod Foech failod

—n .

lMNpononmxkaem artaku Ha
CnoBenuio 1 otnpasngem DDoS-
MPWBET Ha MECTHbIE CalTbl &
Mpopomkaem aATakm Ha
CnoBeHunio n HarnsaHo
AeMOHCTPUPYEM, YeM
3aKaHYMBaeTcs NonbITKa NOMOLLK
VKPaUHCKUM TeppopucTam o

AsTOopu3auua Ha caute LPP

ABTOpM3auusa Ha cante LPP
AsTopn3aaumn Ha cainre LPP

MocypapcTBEeHHbIN
uHGOpPMaLMOHHbIN nopTan

Subscribe I NoName057(16) | DDoSia Project | Reserve | Eng version

ABTOpu3auuna Ha cante LPP

5 Zastita pred DDoS napadi TElEkDITIS'UVEﬂijE



DDoS-kampanja 2024

Napadalci povzemajo slovenske medijske objave

HapopHas CyberApmus

Hawe BononTepckoe apmxkenne "Hapoa,

P o X
v Ly ey

WAACTEN, B NEPOYIO ONEPRLL, ATAKOBANK
NPOINASHTE CTPMM

6 Zascita pred DDoS napadi

R

Kibernetakl napsd na spletno stran predeodnice repubiike
Mehorj napovedidejo e vol napador

Hoporue knbepboiub!! Haw noyuH
C aTakow Ha canTbl rOCCTPYKTYP
CnogeHnu 3aMmeveH NouTn Bcemm
BeAyLMMM HOBOCTHBIMKM NOpTanamu
CTPaHbl, B YACTHOCTH, BOT YTO O HEM
NULLET rocyaapcTBeHHoe
trenesuaeHme CnoseHun:

DELO

Y
“es

-

(mterpedacipn Erile Stojrenove Duh

itike z vseh strani, a kaze, da
njave e ne bo

a
Milen Pegher ; -

balicija s SDS bi bila nerazvojna in

Blaa

L0 Al

DELO Casopisno Zaloznisko Podjetje
d.o.o.
deno (byks. "Tpya") - HaunoHanbHan

exeanHeeHasa rasera g CnoseHum
UCNbITLIBAET TPYAHOCTH B paboTe
CBOEro camra.

Poskusi kibernetskih napadov se
nadaljujejo
Predvajaj RTV vsebine, vsak dan!

[
TelekomSlovenije o @



DDoSia

7 Zascita pred DDoS napac

NoName057(16)

(O)—ea=

General chat

Main channel where all members
can discuss various topics.

Videos and screenshots

Channel where users post screenshots or videos of
the software in use. Administrators specify that they
are free Lo use all media posted to communicate
publicly on DDoS attacks

Useful resources

Channel dedicated to sharing educational
resources on cybersecurity, computer science,
programming and computer technology.

DDoSia Project

©
=

D 13

()

@

>

@

VN

English support

®

Dedicated channel in English for non-Russian-

‘ SeKOiCI | NoNameO057 Telegram channels

@DDosiabot

czn— @)

DDoSia - manuals + up to date software

Publication by administrators of the lotest software
os well as tutorials for instaliing it (the channel is in
read-only)

DDoSia - support

Channel that serves as "ofter sales service” to users,
regarding payments in cryptocurrency or problems
Installing software.

Suggestion of targets

Channel in which users can suggest specific
targets. The administrator mentions that it is
mandatory, for each torget, to specity: the domain
name; - the description of the site; - arguments on
why the target shouid be considered.

speaking users, grouping both questions about the
project and to solve technical issues

TelekomSlovenije N



DDoS-kampanja 2024

People's Cyber Army of Russia
Our volunteer movement "People's Cyber Army of Russia" is announcing a fundraiser that will be used to purchase additional tools

(PPl R R e el Eelir P PR A A PP PP PP PPl Bt R P NP I PP PSPPI

Peorarl W Bt A WA A A et e e WU A W A

Koshelek Monero:
4B3ZNG1VfeTCCVFSKE29gNK3ZIferHi6DfVZWqXkwro8D7gqP4gdyXQQKAtmxaH8uV6EYzMuPoen6Zspf37Ad2MQ5aulkkx

Otkritie Bank card:
2200290573103604

Zastita pred DDoS napadi TElBkaTIS'UVEﬂijE ® .



DDoS-kampanja 2024

NoName057(16)

’ Friends! The volunteers of our DDoSia Project and | daily an

conditions

d hourly rebuff the Russophobic West and its attempts to dictate

to us - FREE PEOPLE AROUND THE WDRLD!!!.

With our hard work, we remind governments of countries that have forgotten about the problems of their citizens that it is time to

take care of the lives of ordinary people and stop “adding fuel to the fire” and throwing money into the furnace of the criminal

regime of Ukraine! &

The proceeds will go to help SVO soldiers.

Further more! Stay tuned!

Subscribe gl NoName057(16) | DDoS project| Reserve | English

9 Za&cita pred DDoS napadi
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Vecji napadi, ki smo jih zaznali pred leti

Napad na medijsko hiSo
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Zascita pred DDoS napadi

Napad na finanéno institucijo
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Napad na ponudnika storitev
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Napadi v letosnji kampanji

Volumetricni napadi

Detekcija Mitigacija

MITIGATIONS

Name Type Duration Start Time Max Passed Average Passed Max Dropped Average Dropped
summary Countermeasures
TMS Mitigations (1)
rtus May 6 11:52 - May 6 1309 Nmetame | Summary | Graanune [bps v Sarroie Paceess
Dropped Traffic A Active . J

Not Dropped ' ™S . A Alert T

Protectan Pref 13222032

0.0bps

12:55 13:00

OFF  Per Conraction 5000 Protecs
TCP Co

e Alsrt Troffic for Top Sowrcs Countriss Maw May & J028 oN

= ° o o Off  DNS Reguier Expression

minn

w

- £l Wruts 2 M Jthe

- s Ll e St s Fadeabar  mm Mpaimet o e
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Napadi v letosnji kamp

Aplikativni napadi

Dregped Traffc
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4.0 ¥ppe
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Destnation 1P Adchesses
Protocols

Lource TCP Ports
Destnation TCP Ports
Source Countries
Source ASNs
Desgnation ASNs
TCP Plags

03

Net Dropped

. ™e

Top Traffic Patterns (last 5 min of selocted timeframe) @

Sowree
1 bagrdy Desritaired
2 {LRP P
3 L5s00nE
A 11120504
5 1822000614
3 ABaN3
7 1360013
& Lanne
3 18222128008
o LIRCONS

150100 50130 150000 30 Y0300 15403 15400 150430 sS0500

Fotal Traftc (7)

TOP ACK 11 6)

Fghly Distrbated

195.77.2.22/92

up (6

102465535 (Dynanmio

443 (hetps)

" Uneed Siaes

AMAZON.DZ 16509)

NULL )

A (Acknowledge ment)
Preseut Flags O S Pt Deszimation Dot Pawt
wE e T4 - BASTS Emanred) 197733231 i
o an 1004 . £Y4 Dyamrse) w1
w Ap 1034 - 65535 (Opmarmac) 10072222000 au
r L 1004 « 65535 {0pruarrec 1007722332 e
»r AP 1032 65535 Opmand) 923 &
" Ap 1004 - 65335 Dymavred) 107722 o]
e AFRR E5535 Oymarreg) oarrrang &
e A Y335 Dmerret) 1937723532 a3
" A 1004 + 63335 Dyrarmed \S3LTI2.222 aG
o A 1034 - 0543 Oymamed) RT3 “a

anji
Detekcija

. AL Ajery Trattic

150700 1597

30

6300

4004

Romstes Nlery Tanltc W
N IOO0RPFER RO F GET Wpps
NI O008- PEER - 287 ¥apa
X L0008 PEER - DL E 1L.35 vpge
NG00 PEER L DR E 1.20 ¥ppe
N IO003 PEERA DRALE 1.20 ¥pge
NI 10008 FEER-U-DRAVE 1.07 Kpge
WX IO008 PEERL DRAMLE 107 Wppe
NOCOO0D PEER ) DR E B00 pys
NXIO000 PEFR-U-DRALE 20800 ppe
N UOOUS- PEER-L- DRI 20806 s

Seetus Mar 29 15:02 - Mar 29 15:08
Active

168825

woow. dsiekom sl
wyswrtelekgmsl

None

e Al

1w

Protecon Prefives

S8k s
Pezmec
Tate
oz Umzpwe AR
Eocae a3 3 === 1t~z

Mitigacija

Countermessures
Prratrera: [Summary v | Goapn Unvt: [bps v |

e
Ol rvelg Facsets

ON  Pyd Aodress Sier Lists
OM  PVE Deryiiom Lis
OFF  Panie: Meader Rnerng
OM ¥ Locecon Fter Lsts

ON  Zcaoie Det

ON  UOP RefectioniAmpificetion Pratecson

2 on TCP SN Ahemicaton
i OFF DNSScopeg
s on OHS Authenticaton

OFF  Pogoed Regulsr Bxpression
o OFF Procaco Gaselines

® Locgoon RaGcng
snageg
TCP Canneinion Reser

Par Covction Fioed Provection

TCP Connestion Lmtng

JOP Seagaan Ausmmnicanon
DNS Matformes

DNS Rate Liraiey

NG Rogroar Expronsen

ONS KD Rate Limisng
TP Meturmes

=#TTP Seopn

Hism HTIE Rate Uming
A®
$i¥ Mattrres

P Erguer Lmarg

TLS Negotenos

2 spw ~)

HTTEAJEL Sepier Expressan

oFf
oN
on
ofr
o
o
Sy Sl
on
on
Btizes J oM
o

o

132 ez

3301 Kops 230.2 pos

TelekomSlovenije N



Statistika DDoS dogodkov
SLOVENIJA DDOS SUMMARY

2024 < o =

Highlights:

Peak Duration 1 day (1 day, 10 hours)

Top Attack Types DNS Amplification
IP Fragmentation

UDP

https://horizon.netscout.com/?atlas=summary&hoods=destination.region.SI&y=2024
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Statistika DDoS dogodkov

@@

R Volumetric [ Protocol | Acplication [ Multiple Vector

/
\

Y2020 CY2021 Cyaoz2

1200

1000

&00

&00

40

[=1

200

Figure 2 2020-2022 DDoS Attack Category counts. This shows a large increase in the number of Application attacks, with a corresponding reduction in
Volumetric and Multiple Vector categories

2023 DDoS Attack Trends | F5 Labs
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Anatomija napadov DDoS

Priprava Opozorilni napad

Napadalci analizirajo tarco:

»identificirajo javne servise, spletne
strani, DNS, VPN-dostope,
izvedejo t. i. OSINT,

»identificirajo odvisne serwse Y
oblaku, ISP-servise, trg

enega od servisov.

tocke,

}idevr;jcif.' Napadalci sprozijo napad na veC
posljeja servisov hkrati.
zahteva gtovalutah.

» Spreminjajo tehnike (vektorje)
tekom napada.

»Napad je dolgotrajenin
konstanten.

» Napadalci sprozijo krajSi napad-+

Znacilnosti napadov

» Zmogljivost 50 - 300 Gbps, 150
Kpps — 10 Mpps.

Napadalci se poimenujejo ‘Fancy
Bear’, ‘Lazarus Group’, ‘Armada
Collective, aka LBA.

> Vektorjl

DNS

ntp

ARMS

WS-DD

SSDP

memcached

CLDAP reflection/amplification
UDP/4500 and UDP/500 flooding
HTTP/S request-flooding
spoofed SYN-flooding

GRE & ESP packet-flooding
TCP ACK-floods

TCP reflection/amplification attacks

Il' Po nekaj mesecih napadalci ponovno izvedejo napade na nekatere tarCe, ki se niso odzvale na izsiljevalsko sporocCil !!

15  ZaScita pred DDoS napadi
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Kako se zascititi pred napadi DDoS?

DDoS poskusa:

- zapolniti internetno povezavo:
- ICMP, UDP, IPSecflood, odboj, ojaCanje...

- onesposobiti pozarno pregrado ali drugo ‘statefull’ napravo:
- SYNflood,
- SSL Exhaustion,
- DNS NXDOMAINflood.

- onesposobiti spletni streznik ali aplikacijo:
- Slowloris, Slow POST, Slow READ,
- Lowand Slow,

- ali pa se pretvarja in nastopa kot uporabnik.

DDoS Quick Guide (cisa.gov)

16 Zasdita pred DDoS napadi TelekomSlovenije N



Kako se zascititi pred napadi DDoS?

HD0Szasciia Ieiekoma DDoS-zasita v podjetju
Slovenije

» To¢ka zascite v omrezju Telekoma  p DDoS-zas¢itna naprava na internet
Slovenije. dostopu v podjetju.

» DDoS mehanizni na WAF in SLB
» DDoS zascita v oblaku

Poznavanje infrastrukture in

spletnih storitev

» KakSne so vase spletne storitve ?

» Od éesa so storitve odvisne, koliko

so zmogljive ? »Visoka zmogljivost.

» Kako smo vidni navzven? »Razliéni mehanizmi zasdite.

»Kaj vam lahko napadejo?

» Utrditev varnosti na zu nanjih
napravah, spletnih streznikih.

» Avtomatska mitigacija.

»Nadzor v Operativhem centru
kibernetske varnosti.

External Environment / Web

Telekom

DDoS
zas(cita

S

HTTP/S, DNS,
SIP, FTF, SSH...

17  ZaScita pred DDoS napadi

Internal Network

vir:Mazebolt

[
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DDoS-zascita Telekoma Slovenije

DETEKCIJA MITIGACIJA
Netscout Arbor Sightline Netscout Arbor TMS

» Sistem za detekcijo zajema
Netflow statistiko iz peering
usmerjevalnikov.

» Ko sistem zazna anomalijo v % o
prometu, generira alarm in é i
preusmeri promet na sistem %{i ---------- @\nuekomasuoven., )
mitigacije. Nopeaes %- e @
> Sistem mitigacije (inline) % ce=""" jf‘f,‘.-\-;"
analizira dejanski promet in sormon D5 154G, 07 N - ot
filtrira DDoS-promet. raunalniki o .‘

» Legitimen promet se vraca nazaj
v omrezje in proti naroCniku. ; Zascita v primeru velikih napadov

Obicajni uporabnik

» Aktivira se blackhole ali flowspec mehanizem.

» Celotno omrezje postane sistem DDoS-
mitigacije.

» Zaddita za 50-100 Gbps napade. o

18  Za3&ita pred DDoS napadi TElBkDfTIS'UVEI’IijE ® .



Zascita pred aplikativnimi napadi DDoS

DETEKCIJA MITIGACIJA
Netscout Arbor Sightline Netscout Arbor TMS

» Sistem AED je pri naro¢niku
postavljen pred usmerjevalnik in
FW in 8Citi ,statefull” naprave.

. . . . Aplikativni
Sistem AED inline analizira ves % DDoS napad o
» promet (vhodni in izhodni) in g oo
takoj reagira na anomalije. % ------------- ") Telekoma siovenis :
: : ey . QQ., oo P app
Konfigurira se specificne Napadalec ", PR ot | DO eeeeelobo et (DRSS
. @ ‘zascitar __---C ,, Zzascita -
» nastavitve za posamezne 5 Pyl ) L .
storitve ali vrste naprav, ki jih sarappan 0008 P, o= L @ o _ podote.
v wags 3 L .’ f | arca napada
SCItI racunalniki “", ® .

Ld e I

Promet se preverja na podlagi

APP MITIGACIJA

» DDoS-stati¢nih in dinamiénih : , .
nastavitev ter glede na Atlas Opicaini porabnic ' et CITR!X (@
Intelig ence Feed (A”:). Netscout Arbor Edge Defense T

Radware DefensePro

‘ Cloudflare DDo3S
£ Protection

19  Za3g&ita pred DDoS napadi TElBkDfTIS'UVEI’IijE ® .



Celostna zascita pred napadi DDoS

f \ V oblaku

Blokiranje volumetriCnih,
protokolnih in aplikativnih
napadov.

Cloud DDoS

- J

Oblak

) 4 )

== & o TR &

outer APP DDOS zastita NGFW Web Server
Globalni Internetni Lokalni Internetni Podjetje
ponudnik ponudnik
Blokiranje volumetri€nih napadov Blokiranje volumetri¢nih, protokolnih in Blokiranje protokolnih in aplikativnin napadov.
velikega obsega delno aplikativnih napadov. SSL dekripcija

20  Zaséita pred DDoS napadi TelekomSlovenije e e



Storitev DDoS-zascCite Telekoma Slovenije

Vklju€itev DDoS zaS¢ite na internet dostopu/ih

Nastavitev priporoCenih parametrov zascite

Vpis kontakta za poSiljanje alarmov in mesecnih porodil
Avtomatsko poSiljanja mesecénih porodil

Avtomatski alarmi na e-mail

Prijave napak in dogodkov, odziv glede na moznosti (best effort)

XX XXX

XX XXX [X

Prilagoditve parametrov DDoS zas€ite, dodatni objekti posebejza narocnika
Prijave napak in dogodkov, odziv glede na SLA v VPI pogodbi

Dostop naro¢nika do DDoS sistema

Dodatni kontakti za alarme, porocila

XX XX

VkljuCitev zaScite Posiljanje alarmov, porocil ‘ Dostop, prilagoditve (standard)

Kreiranje objekta (managed ) Kreiranje skupin in pravil za » Kreiranje uporabniskih raunov,
object)z IP omrez;ji. obvesé&anje (notification group, vezano na javni IP-naslov naroCnika.
» Dologitev parametrov detekcije, notification rule), vpis kontaktnih ) Pregled podrobnostialarmov in
privzete in opcijske nastavitve. e-naslovov. mitigacij.
» Dologitev parametrov mitigacije, 4 Kreiranje mesecnihporocil, ki se p Dodatni objekti za npr. www,
privzete in opcijske nastavitve. posiljajo prek e-poste prilagojena detekcija in mitigacija,

podporamed napadi

21 Zacita pred DDoS napadi TelekomSlovenije &



360°
VARNOST

-

o VAREN
POSLOVNI

SPLET “
Varnostno preverjanje in @ Filtriranje DDoS

blokiranje nevarnih prd it S napadov.

prevarami

spletnih domen. Varni pred krajo

" podatkov na spletu napadiDDos

Telekom



Hvala.

Telekom Slove nije, d.d. o facebook.com/TelekomSlovenije
Cigaletova 15 o
1000 Ljubljana @EERN

. @ youtube.com/TelekomSlovenije
www.telekom.si

E: info@telekom.si GtelekomecIouT I8

TelekomSlovenije e



< DRIVING DIGITAL SLOVENIA.

KIBERNETSKI CUNAMI:
Unicujoca moc DDoS napadov

Zoom platforma, 6. junij 2024
SeKV —
Gospo.df’ir':ka Zdruzenje za . SRLF ° ° SOﬁnanCira
Zdruzenje za informatiko Sovenie @ elkomunikacie » GoDigital Evropska unija

in telekomunikacije
Kibernetska varnost

»NaloZbo sofinancira Evropska unija iz Evropskegasklada za regionalnirazvoj“



< DRIVING DIGITAL SLOVENIA.

HVALA ZA UDELEZBO!

Za dodatna vprasanja smo dosegljivi na:

sekv@gzs.si

€D sexv
Gospodarska . SRIP
/ l

zbornica Zdruzenje za ® ® Soflnanc"-a
3N ; i . informatikoe in H
ZdruZenje za informatiko Slovenije re{ukomun;kmn;u GODIgItal Evropska unija
in telekomunikacije

Kibernetska varnost
»NaloZbo sofinancira Evropska unija iz Evropskegasklada za regionalnirazvoj“




